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METHOD OF ENABLING AN INTERMEDIARY SERVER TO IMPERSONATE

A CLIENT USER'S IDENTITY TO A PLURALITY OF AUTHENTICATION
DOMAINS

5 BACKGROUND OF THE INVENTION

Technical Field

The present invention relates generally to method of

accessing resources in a distributed computer networking

environment and, in particular, to a technique for

10 enabling an intermediary server to impersonate a client

user's identity to a plurality of authentication domains.

Description of the Related Art

Information technology (IT) systems and the Internet

have fueled the growth of the current global economy. In

15 a typical enterprise environment, however, there may be a

number of different business units, each offering a

different type of web-based business service or

application. Thus, for example, a large enterprise may

have a sales department, a service department, and so on.

20 Each department or business unit may also have their own

legacy or other backend system. Many such enterprises

have provided web-based business services through

distinct and often independent service offerings.

Continuing with the above example, the enterprise may

25 provide a first web-based business service through a

first portal, a second web-based business service through
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a second portal, and so on. In such case, a given user

may have multiple accounts and perhaps multiple passwords

within the same enterprise as a result of the differences

in backend systems, service offerings, and the like.

5 While these disparate systems provide users with

adequate service offerings, a problem arises if the

Company desires to combine these web-based business

services into an integrated portal. In particular,

typically there is significant user resistance to having

10 to modify account identities and passwords once such

authentication data is established and in use.

The present invention addresses this problem.
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BRIEF SUMMARY OF THE INVENTION

An intermediary server operative within an

enterprise computing environment acts as a gateway

between a client terminal and a set of one or more

5 backend resource managers, each of which may be

associated with an authentication service. The

intermediary server interfaces to a single sign-on (SSO)

service, which stores authentication information (e.g.,

user identities and passwords) that the user of the

10 client terminal needs to obtain access to resources

managed by the resource managers. Thus, for example, the

user may have a first userid/password pair to enable

access to a first resource manager, and a second

userid/password pair to enable access to a second

15 resource manager, and so on. In operation, the

intermediary server receives an access request and

establishes the client terminal user's primary identity.

By authenticating itself to the SSO service, the

intermediary server uses that identity to obtain (from

20 the SSO) a set of user secondary identities that are then

used (by the intermediary server) to impersonate the user

to each of the backend resource managers. Thus, from a

perspective outside the enterprise, the intermediary

server gives the user the appearance of having a single
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user account having a single password when, in fact,

within the enterprise the user may have multiple

accounts, perhaps with multiple passwords.

According to the present invention, the single sign-

5 on (SSO) service, in effect, is co-opted by the

intermediary server on behalf of the client terminal user

to facilitate identity mapping and authentication within

the enterprise environment. The invention takes

advantage of the fact that the SSO service already knows

10 what information is required to impersonate the user in

the enterprise's authentication domains.

In a representative embodiment, the intermediary

server is a web portal and the resource managers are

legacy systems within the enterprise environment. The

15 client terminal is connected to the web portal over a

computer network, such as the Internet.

The foregoing has outlined some of the more

pertinent objects and features of the present invention.

These objects should be construed to be merely

2 0 illustrative of some of the more prominent features and

applications of the invention. Many other beneficial

results can be attained by applying the disclosed

invention in a different manner or modifying the

invention as will be described. Accordingly, other
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objects and a fuller understanding of the invention may

be had by referring to the following Detailed Description

of the Preferred Embodiment.

006372.00288:491065.01
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BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present

invention and the advantages thereof, reference should be

made to the following Detailed Description taken in

5 connection with the accompanying drawings in which:

Figure 1 is a known web-based computer environment;

Figure 2 is an enterprise computing environment in

which the present invention is implemented using an

intermediary server;

10 Figure 3 is a flowchart illustrating a transaction

flow according to the invention; and

Figure 4 is an alternative embodiment of the

invention illustrating a high availability, load-balanced

architecture for the delegation functionality.

15
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention may be implemented within a

web-based transaction environment such as the Internet.

As is well-known, in the Internet paradigm as illustrated

5 in Figure 1, a client machine, such as machine 100, may

use an application, such as a web browser 102, to access

a server 104 via a computer network 106* Network 106

typically includes other servers (not shown) for control

of domain name resolution, routing and other control

10 functions. A representative server 104 is a computer or

workstation having at least one processor 108, system

memory (e.g., RAM) 120, disk or other permanent storage

122, I/O devices 124a-n, an operating system 126, a

server program 128, and an application programming

15 interface (API) 130 that provides extensions to enable

application developers to extend and/or customize the

core functionality thereof through software programs

including plug- ins, CGI programs, Java servlets, and the

like. One such software program is an inventive

20 delegation mechanism 132, which enables the server to

impersonate as will be described. In an illustrative

embodiment, the delegation mechanism is implemented on

native code in Java executable in a processor. The

006372.00288:491065.01
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inventive functionality, of course, may be part of the

integral web server program.

A representative server machine is an IBM Netfinity

platform running the Unix or Linux operating system and a

5 server program such as IBM WebSphere Version 2.0 or

Apache. Of course, any other computer hardware or

software may be used.

A representative client is a personal computer,

notebook computer, Internet appliance or pervasive

10 computing device (e.g., a PDA or palm computer) that is

Pentium-, PowerPC®- or RISC-based. The client includes

an operating system such as Microsoft Windows, Microsoft

Windows CE or PalmOS. A typical client includes a suite

of Internet tools including a Web browser, such as

15 Netscape Navigator or Microsoft Internet Explorer, that

has a Java Virtual Machine (JVM) and support for

application plug-ins or helper applications.

Communications between the client and the server

typically conform to the Hypertext Transfer Protocol

20 (Version 1.0 or higher), and such communications may be

made over a secure connection.

An enterprise environment 200 in which the present

invention is implemented is illustrated in Figure 2. For

illustrative purposes only, the enterprise environment

006372.00288:491065.01
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200 includes an intermediary server 202, a single sign-on

(SSO) service 204, and a set of one or more resource

managers 206a-n. A resource manager allows access to or

otherwise controls a resource. Intermediary server 202

5 hosts the inventive delegation functionality, as will be

seen. The intermediary server 202 may be a computer

dedicated to providing the inventive functionality, or it

may be an adjunct to another computer. In the preferred

embodiment, the server 202 is a web server and the

10 delegation functionality is implemented in software, for

example, as a set of program instructions executable in

one or more processors of the web server. As illustrated

in Figure 2, intermediary server 202 is connected to SSO

service 204 over link 203 which, in a representative

15 embodiment, is a mutually authenticated Secure Sockets

Layer (SSL) session, a Kerberos session, or any other

known or later-developed secure link. Alternatively, the

link 203 may be insecure, in which case the intermediary

server 202 and the SSO service 204 may communicate by

20 encrypting communications using, for example, an

asymmetric key encryption technique. A representative

technique is PGP™ (Pretty Good Privacy)

.

Resource managers 206 typically are servers, and a

given resource manager 206 typically has associated

006372.00288:491065.01
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therewith an authentication service 208. In the

illustrated embodiment, a given resource manager is a

computer or process that interfaces to other resources

(e.g., databases, storage devices, or the like) in a

5 legacy system within the enterprise. Given resource

managers 206 may share an authentication service 208.

Intermediary server 202 may also have an authentication

service 210 associated therewith. Authentication service

210 may be the same as service 208, but generally is a

10 separate service. SSO service 204 may also include an

authentication service. Preferably, intermediary server

202 is connected to a given resource manager 206 via

secure link 205, e.g., an SSL session, a Kerberos

session, or the like.

15 A client terminal 212 accesses the intermediary

server 202 via a computer network 215, e.g., the

Internet, an intranet, a virtual private network, or the

like. As described above, the client terminal is a

computer, e.g., a personal computer, a laptop computer, a

20 handheld device having a wireless Internet connection, an

Internet appliance, or the like. In an typical

transaction, the intermediary server is a web server or

portal that is accessed via a URL in a known manner. For

purposes of illustration, it is assumed that an
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authorized user of resources in the enterprise computing

environment has a first user identity/password pair 216a

for use in an authentication domain managed by a first

resource manager 206a, a second user identity/password

5 pair 216b for use in an authentication domain managed by

a second resource manager 206b, and so on. As used

herein, a "user" may be a person or program having an

identity that is capable of being authenticated. An

authentication domain is a set of servers that accept

10 given credentials, or more generally, a collection of

systems that share a single source of administrative

responsibility for the assertion of given access

privileges. The user identity/password pairs 216 are

stored in a database 220 associated with or part of the

15 SSO service 204. One of ordinary skill in the art will

appreciate that other types of user authentication

information may be used in lieu of or in addition to the

user identity/password pairs 216 depending on the nature

of the authentication service (s) used to validate that

2 0 the user is who he or she claims to be.

Figure 3 is a flowchart illustrating a

representative transaction flow according to the present

invention. The transaction flow begins at step 300 with

a user of the client terminal (who claims an identity)

006372.00288:491065.01
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making a request to access a resource within the

enterprise environment. At step 302, the user is

authenticated by the intermediary server 202. Typically,

intermediary server 202 uses authentication service 210

5 to verify that the user is who he or she claims to be*

The process of authenticating the client terminal user to

the intermediary server is sometimes referred to as a

"primary" logon, for reasons which will become clear. As

a result of the user authentication, the intermediary

10 server 202 establishes a user primary "identity" (or

"primary account identity"). As will be seen, the

intermediary server continues to handle responses and

requests between the client and resource managers after

the original logon. At step 304, the intermediary server

15 202 itself performs a "primary" logon to the SSO service

204 via the secure link 203. In particular, at step 304,

intermediary server 202 goes to the SSO service 204

(under its own identity) for the purpose of

authenticating its right to retrieve the user's

20 authentication information (with respect to the resource

managers 206) from the SSO service. It should be noted

that step 304 may take place at any time (e.g., before or

after the client terminal user performs a primary logon

to the intermediary server) . Thus, at step 306, the

006372.00288:491065.01
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intermediary server 202 passes the user's primary account

identity to the SSO service 204. If the identity of the

intermediary server 202 is validated, the intermediary

server receives, in return, a set of user secondary

5 identities (or "secondary account identities"). This is

sometimes referred to as identity mapping and secondary

authentication information retrieval. An illustrative

user secondary identity is an user identity/password pair

216a stored in the database 220 for use in authenticating

10 the user to a given resource manager 206a.

Generally, once the intermediary server has

established its identity (with the SSO) , it can be used

to perform user secondary logons for any user. If

desired, the SSO may include a set of mappings

15 identifying the users for which the user is allowed to

perform secondary logons . This would provide an added

layer of security.

Returning back to Figure 3, the transaction flow

then continues at step 308, with the intermediary server

2 0 202 performing a single sign-on to the set of resource

managers 206 using the set of user secondary account

identities. Each logon from the intermediary server 202

to a respective resource manager via a preferably secure

link 205 is sometimes referred to as a secondary logon
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(as contrasted with the primary logon of the user to the

intermediary server 202) . Thus, for example, in step

308, the intermediary server uses a first user secondary

identity 216a to perform a secondary logon to resource

5 manager 206a, a second user secondary identity 216b to

perform a secondary logon to resource manager 206b, and

so on. The secondary logons may occur sequentially or

concurrently

.

At step 310, after at least one or more of the

10 secondary logons are complete, the resource request is

passed to a given resource manager under the respective

user secondary identity that is required to access the

required resource. At step 312, a response generated by

the given resource manager is returned to the

15 intermediary server. At step 314, the response is

forwarded from the intermediary server back to the client

terminal to complete the transaction flow. Steps 310-

314, of course, may be repeated as often as necessary

(e.g., using different user secondary identities with

20 respect to different resource managers) . Thus, for

example, a first user request may be directed to a first

resource manager 206a under a first user secondary

identity 216a, a second user request may be directed to a
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second resource manager 206b under a second user

secondary identity 216b, and so forth.

Thus, according to the present invention, the

intermediary server is provisioned with a delegation

5 functionality, namely, the ability to access and use the

SSO to map the user's primary account identity to the

user's secondary account identities with respect to the

different resource managers within the enterprise

environment

.

10 In the preferred embodiment, a user approaches the

enterprise and claims an identity. The intermediary

server challenges the user to authenticate

himself /herself . Upon user primary logon (which

establishes a user primary account identity) , the

15 intermediary server uses its own identity to authenticate

(to the SSO) its right to retrieve the user secondary

account identities which, upon retrieval, will then be

used by the intermediary server to perform user secondary

logons to the respective resource managers. A preferred

20 technique for mapping a user primary account identity to

a set of user secondary account identities is via a table

lookup in the SSO database. Any other convenient

technique may be used. Thus, once trusted intermediary

server is connected to the SSO service over the mutually
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authenticated secure link, the server authenticates

itself, and then retrieves the user's authentication data

with respect to the backend enterprise systems (managed

by the resource managers)

.

5 The enterprise illustrated above, wherein the

intermediary server is a web portal and the resource

manages are backend legacy systems, is merely

representative* The entire enterprise (including the

backend systems) may be based on proprietary or open

10 protocols or, as illustrated, on combinations thereof.

In a preferred embodiment, one or more of the resource

managers may be replicated or mirrored, e.g., by a

caching appliance. When multiple copies (or "instances")

of a given resource manager exist, the intermediary

15 server 402 may include an appropriate load balancing

routine, such as routine 425 in Figure 4, to manage how

requests from multiple users (each having a user primary

account identity) are serviced by the particular resource

manager 406. In this example, it is assumed that there

20 are three (3) instances 406a, 406b and 406c of the

resource manager. The load balancing routine may

implement any convenient load balancing function, e.g.,

round robin, to direct user requests to the resource

manager instances. A preferred load balancing routine is

006372. 00288:491065.01
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a "least busy" routine wherein the routine 400 keeps

track of how many requests have been sent to the resource

manager instances and sends a "next" request to the

instance of the resource with the fewest uncompleted,

5 outstanding requests. As also illustrated in Figure 4,

the intermediary server 402 itself may be replicated or

mirrored and then managed by a proxy 405 that manages the

set of intermediary server instances. This provides a

"high availability" architecture that is readily

10 scalable. In this embodiment, the multiple instances of

the intermediary server need not keep track of which

resource managers their counterparts send tasks. Each of

the intermediary server instances could be coupled to all

of the resource managers or a subset thereof In an

15 illustrative embodiment, pairs of intermediary servers

are assigned a set of resource managers, e.g., a first

pair of servers are assigned a first set of resource

managers, a second pair of servers are assigned a second

pair of resource managers, and so on.

2 0 In an illustrative embodiment, the single sign-on

service is any commercially available or proprietary

sign-on service. A representative service is IBM Global

Sign-On (GSO) . Further details about IBM GSO are

available from IBM's Internet web site.

006372.00288:491065.01



AUS000066US1 -18- PATENT

The present invention enables a web-based business

with disparate backend systems to create an integrated

portal wherein users can have multiple account

identities /passwords within the enterprise yet present a

5 single user account paradigm to the outside world. Thus,

for example, a user may have different accounts with a

financial institution and desire to have different

passwords for each account (e.g., a savings account, a

checking account, or the like) . Another example would be

10 where a first company purchases a second company and

desires to merge its backend computer systems. In such

case, the merged entity may use the present invention to

enable users to maintain their original access

information via an integrated interface but provide

15 appropriate backend processing to manage the accounts as

necessary.

Having thus described our invention, what we claim

as new and desire to secure by Letters Patent is set

forth in the following claims.

20
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CLAIMS

1. A method of enabling a client terminal user to

access target resources managed by a set of resource

managers within an enterprise computing environment,

5 comprising:

authenticating the user to establish a user primary

identity;

mapping the user primary identity to a set of user

secondary identities;

10 authenticating the user to the resource managers

using the set of user secondary identities;

following authentication using the set of user

secondary identities, forwarding resource requests to the

resource managers; and

15 returning replies received from the resource

managers back to the user.

2 . The method as described in Claim 1 wherein the

user primary identity is mapped to the set of user

2 0 secondary identities by a sign-on service.

3 . The method as described in Claim 2 further

including the step of authenticating a trusted server to
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the sign-on service prior to mapping the user primary

identity to the set of user secondary identities.

PATENT

4. The method as described in Claim 3 wherein the

5 trusted server is authenticated to the sign-on service

before the step of authenticating the user to establish

the user primary identity.

5. The method as described in Claim 3 wherein the

10 trusted server is authenticated to the sign-on service

after the step of authenticating the user to establish

the user primary identity*

6. The method as described in Claim 3 wherein the

15 user is authenticated to establish the user primary

identity using an authentication service associated with

the trusted server.

7 . The method as described in Claim 1 further

20 including the step of load balancing resource requests

across a set of instances of a given resource manager.
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8* The method as described in Claim 1 wherein the

client terminal user accesses the enterprise computing

environment over the Internet.

5 9 . The method as described in Claim 1 wherein the

user is authenticated to a given resource manager using

an authentication service associated with the given

resource manager.

10
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10, A method for enabling a client terminal user to

access target resources managed by a set of resource

managers operative within an enterprise computing

environment, wherein the environment has an associated

5 sign-on service, comprising:

responsive to a request received from a user of the

client terminal, authenticating the user to establish an

identity;

using the identity, accessing the sign-on service to

10 retrieve a set of stored user authentication information;

performing a sign-on to the set of resource managers

using the retrieved user authentication information; and

forwarding the request to a given resource manager;

and

15 forwarding a reply received from the given resource

manager back to the user.
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11. A method for enabling a client terminal user to

access target resources managed by a set of resource

managers operative within an enterprise computing

environment, wherein the environment has an associated

5 sign-on service, comprising:

having the client terminal user perform a primary

logon to an intermediary server to establish a user

primary identity;

having the intermediary server pass the user's

10 primary identity to the sign-on service and, in response,

obtaining a set of user secondary identities that may be

used in enabling the intermediary server to represent the

client terminal user to the resource managers;

having the intermediary server perform a secondary

15 logon to a first resource manager using a first user

secondary identity;

having the intermediary server perform a secondary

logon to a second resource manager using a second user

secondary identity;

2 0 having the intermediary server perform resource

requests at the first and second resource managers under

the respective secondary identities; and

forwarding responses back to the client terminal

user.
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12* In an enterprise computing environment having a

set of resource managers and a sign-on service, the

improvement comprising

:

5 a server (a) for authenticating a user to establish

a user primary account, (b) for cooperating with the

sign-on service to delegate the user primary account to a

set of user secondary accounts; (c) for logging onto the

set of resource managers using the user secondary

10 accounts; and (d) for passing resource requests from the

user to the resource managers under the user secondary

accounts

.

13 . In the enterprise computing environment as

15 described in Claim 12 wherein the server passes replies

to the resource requests back to the user.
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14. A server for use in an enterprise computing

environment having a set of resource managers and a sign-

on service, comprising:

means for authenticating a user to establish a user

5 primary account;

means for authenticating the server to the sign-on

service;

means for logging onto the set of resource managers

using a set of user secondary accounts returned from the

10 sign-on service; and

means for passing resource requests and associated

replies between the user and the resource managers.

15. The server as described in Claim 14 further

15 including means for load balancing resource requests

passed to a set of instances of a given resource manager.
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16. A system, comprising:

a set of resource managers;

a sign on service;

a server, comprising:

5 means for authenticating users to establish user

primary accounts;

means for logging a given user onto the set of

resource managers using a set of user secondary accounts

for the given user retrieved from the sign on service;

10 and

means for passing resource requests and associated

replies between the given user and the resource managers.

17. The system as described in Claim 16 wherein at

15 least one resource manager comprises a set of instances.

18. The system as described in Claim 17 wherein the

server further includes means for load balancing resource

requests across the set of instances.

20

19. The system as described in Claim 16 wherein the

server comprises a set of instances.
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20. The system as described in Claim 19 further

including a manager that manages the set of server

instances

.
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21. A computer program product in a computer-

useable medium executable in a processor of a server,

comprising:

means for authenticating a user to establish a user

primary account;

means for authenticating the server to a sign-on

service;

means for logging onto a set of resource managers

using a set of user secondary accounts returned from the

sign-on service; and

means for passing resource requests and associated

replies between the user and the resource managers.
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METHOD OF ENABLING AN INTERMEDIARY SERVER TO IMPERSONATE
A CLIENT USER'S IDENTITY TO A PLURALITY OF AUTHENTICATION

DOMAINS

5 ABSTRACT OF THE DISCLOSURE

An enterprise computing environment such as a

corporate web portal includes an intermediary server, a

sign on service, and one or more backend enterprise

systems managed by resource managers. Before or after

10 user primary logon, which establishes a user primary

account identity, the intermediary server uses its own

identity to authenticate to the sign on service its right

to retrieve user secondary account identities with

respect to the backend enterprise systems. Retrieved

15 secondary account identities are then used by the

intermediary server to perform user secondary logons to

respective resource managers in the environment. The

intermediary server also manages the passing of resource

requests and associated replies between the user and the

20 resource managers.
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IBMDOCKET NO. AUS000066US1

DECLARATION ANDPOWER OFATTORNEY FOR
PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name;

I believe I am the original, first and sole inventor (if only one name is listed below) or an

original, first and joint inventor (if plural names are listed below) of the subject matter which is

claimed and for which a patent is sought on the invention entitled:

METHOD OF ENABLING AN INTERMEDIARYSERVER TO IMPERSONATE A
CLIENT USER'S IDENTITY TO A PLURALITY OF AUTHENTICATION DOMAINS

the specification of which (check one) :

® is attached hereto.

was filed on „

as Application Serial No, _____
and which was amended on_____ (if applicable)

I hereby state that I have reviewed and understand the contents of the above identified

specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the patentability of

this application in accordance with Title 37, Code of Federal Regulations, § 1,56.

I hereby claim foreign priority benefits under Title 35, United States Code, § 119 of any

foreign applications) for patent or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate having a filing date before that

of the application on which priority is claimed:

Prior Foreign Application(s): Priority Claimed

(Number) (Country) (Day/Month/Year) Yes No

I hereby claim the benefit under Tide 35, United States Code, § 120 of any United States

applications) listed below and, insofar as the subject matter of each of the claims of this

application is not disclosed in the prior United States application in the manner provided by the

first paragraph of Title 35, United States Code, § 112, r acknowledge the duty to disclose

information material to the patentability of this application as defined in Title 37, Code of
Federal Regulations, § 1.56 which occurred between the filing date of the prior application and

the national or PCT international filing date of this application:
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IBMDOCKET NO. AUS000066US1

(Application Serial #) (Filing Dace) (Status)

I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true*, and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 ofthe United States

Code and that such willful false statements mayjeopardize the validity of the application or any

patent issued thereon.

POWER OF ATTORNEY: As a named inventor, 1 hereby appoint the following attorneys

and/or agents to prosecute this application and transact all business in the Patent and Trademark

Office connected therewith.

John W. Henderson, Jr., Reg. No. 26,907; James H, Barksdale, Jr., Reg. No. 24,091

Thomas E. Tyson, Reg. No. 28,543; Robert M. Carwell, Reg. No. 28,499; Jeffrey S. LaBaw,

Reg. No. 31,633; Douglas H. Lefeve, Reg. No. 26,193; Casimer K. Salys, Reg. No. 28,900;

David A. Mims, Jr„ Reg. No. 32,708; Anthony V. England, Reg. No. 35,129; Volel Emile, Reg,

No. 39,969; Leslie A. Van Leeuwen, Reg. No. 42,196; Christopher A. Hughes, Reg. No. 26,914

Edward A. Pennington, Reg. No. 32,588; John E. Hoel, Reg. No. 26,279; Joseph C. Redmond,

Jr., Reg. No. 18,753; Marilyn S. Dawkins, Reg. No. 31,140; Mark E. McBumey, Reg. No
33,1 14; David H. Judson, Reg. No. 30,467, and Douglas A. Sorensen, Reg. No. 3 1,570.

Send correspondence to: David H. Judson, Hughes & Luce, L.L.P., 1717 Main Street,

Suite 2800, Dallas, Texas 75201 and direct all telephone calls to Mr. Judson at 214/9395672.

FULL NAME OF FIRST
INVENTOR;
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

FULL NAME OF SECOND
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

*\ 1<4 BUi£^prt»ui C;<-eWj Roorv^ f^oeJcj

US

Gregory Scott Clark

801 Beaidsley Lane

Austin, Texas 78746

US
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FULLNAME OF THIRD
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

FULL NAME OF FOURTH
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

Ivan Matthew Milman

4810 Placid Place

Austin, Texas 78731

US

Brian Turner

509 Centennial street

Santa Cruz. California 95060

New Zealand
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IBM DOCKET NO. AUS000066US1

DECLARATION AND POWER OF ATTORNEY FOR
PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name;

I believe I am the original, first and sole inventor (if only one name is listed below) or an

original, first and joint inventor (if plural names are listed below) of the subject matter which is

claimed and for which a patent is sought on the invention entitled:

METHOD OF ENABLING AN INTERMEDIARY SERVER TO IMPERSONATE A
CLIENT USER'S IDENTITY TO A PLURALITY OF AUTHENTICATION DOMAINS

the specification ofwhich (check one):

® is attached hereto.

was filed on ;

as Application Serial No.

and which was amended on (if applicable)

1 hereby state that I have reviewed and understand the contents of the above identified

specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the patentability of

this application in accordance with Title 37, Code ofFederal Regulations, § 1.56.

I hereby claim foreign priority benefits under Title 35, United States Code, § 119 of any

foreign application(s) for patent or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate having a filing date before that of

the application on which priority is claimed:

Prior Foreign Application(s): Priority Claimed

(Number) (Country) (Day/Month/Year) Yes No

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States

application(s) listed below and, insofar as the subject matter of each of the claims of this

application is not disclosed in the prior United States application in the manner provided by the

first paragraph of Title 35, United States Code, § 112, I acknowledge the duty to disclose

information material to the patentability of this application as defined in Title 37, Code of Federal

Regulations, § 1.56 which occurred between the filing date of the prior application and the

national or PCT international filing date ofthis application:

1

006372.00288:491539.01



IBM DOCKET NO. AUS000066US1

(Application Serial #) (Filing Date) (Status)

I hereby declare that all statements made herein ofmy own knowledge are true and that all

statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

POWER OF ATTORNEY: As a named inventor, 1 hereby appoint the following attorneys

and/or agents to prosecute this application and transact all business in the Patent and Trademark

Office connected therewith.

John W. Henderson, Jr., Reg. No. 26,907; James H. Barksdale, Jr., Reg. No. 24,091;

Thomas E. Tyson, Reg. No. 28,543; Robert M. Carwell, Reg. No. 28,499; Jeffrey S. LaBaw,

Reg. No. 31,633; Douglas H. Lefeve, Reg. No. 26,193; Casimer K. Salys, Reg. No. 28,900;

David A. Mims, Jr., Reg. No. 32,708; Anthony V. England, Reg. No. 35,129; Volel Emile, Reg.

No. 39,969; Leslie A. Van Leeuwen, Reg. No. 42,196; Christopher A. Hughes, Reg. No. 26,914;

Edward A. Pennington, Reg. No. 32,588; John E. Hoel, Reg. No. 26,279; Joseph C. Redmond,

Jr., Reg. No. 18,753; Marilyn S. Dawkins, Reg. No. 31,140; Mark E. McBurney, Reg. No.

33,114; David H. Judson, Reg. No. 30,467, and Douglas A. Sorensen, Reg. No. 31,570.

Send correspondence to: David H. Judson, Hughes & Luce, L.L.P., 1717 Main Street,

Suite 2800, Dallas, Texas 75201 and direct all telephone calls to Mr. Judson at 214/9395672.

FULL NAME OF FIRST George R. Blakley III

INVENTOR:
INVENTOR'S SIGNATURE: „ —_
DATE: —
RESIDENCE:

CITIZENSHIP: US

FULL NAME OF SECOND Gregory Scott Clark

INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

801 Beardsley Lane

Austin, Texas 78746

US

2
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IBM DOCKET NO. AUS000066US1

FULLNAME OF THIRD
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

FULLNAME OF FOURTH
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

Ivan Matthew Milman

48 10 Placid Place

Austin, Texas 78731

US

Brian Turner

509 Centennial Street

Santa Cruz, California 95060

New Zealand

3
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IBM DOCKET NO. AUS000066US1

I ECLARATION AND POWER OFATTORNEY FOI

L

PATENT APPLICATION

As a below i amed inventor, I hereby declare that:

My resident , post office address and citizenship are as Slated below next to my name;

I believe I a i the original, first and sole inventor (if only one name is

original, first and jcm inventor (if plural names are listed below) of the sab

claimed and for wh ± a patent is sought on the invention entitled:

listed below) or an

ect matter which is

METHOD OF NABLING AN INTERMEDIARY SERVER TO IMPERSONATE A
CLIENT USER' IDENTITY TO A PLURALITY OF ATJTm?rVTir!AirYON ttOMATlVS

the specification of vhich (check one):

0 is attached ! ^reto,

was filed or :

To: niceday fax noies

Fax NO:.

as AppMcat m Serial No-_
and i^juch x *as amended on

.

Company;

From;

Company: - Tel No^

No. of pages. Dare:.. No.l 22498

. (if applicable)

I hereby sti e that I have reviewed and understand the contents of
specification, inclu ling the claims, as amended by any amendment referred to above,

I acknowle, ge the duty to disclose information which is material to
this application in ; :cordance with Title 37, Code of Federal Regulations, § \

I hereby ck m foreign priority benefits under Title 35, United States
foreign application s) for patent or inventor's certificate listed below and
below any foreign application for patent or inventor's certificate having a
of the application c i which priority is claimed:

he above identified

the patentability of

,56.

Code, § 119 of any

mve also identified

fi ing date before that

Prior Foreign Appl eation(s):

(Number) ( 'ountiy) (Day/Monih/Year)

Priority Claimed

Yes No

I hereby clz

appIication(s) liste

application frnot c

first paragraph of

information mater
Federal Regulator
the national or PC!

m the benefit under Title 35, United States Code, § 120 rf any United States
I below and, insofar as the subject matter of each oi the claims of this
^closed in the prior United States application in the marner provided by the
rifle 35, United States Code, § 112, I acknowledge tie duty to disclose

Title 37, Code of
il to the patentability of this application as defined in Vi
§ 1.56 which occurred between the filing date of the {rior application and

international filing date of this application:

0063^O0266:49l53$.0i
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IBM DOCKET NO. AUS000066US1

(Application Serial ^ (Filing Date) (Status)

I hereby decl xe that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were mac z with the knowledge that willful false statements and the like so made are

punishable by fine o imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such /iliful falsa statements may jeopardize the validity of the application or any

patent issued thereat

.

POWER OF \TTORNEY: As a named inventor, 1 hereby appoint the (following

and/or agents to pro scute this application and transact all business in the Pa
Office connected tht rewith.

John W. He iderson, Jr., Reg. No. 26,907; James H, Barksdala, Jrl Reg. No. 24,091;

Thomas E. Tygba, " ~ ~ . .
_

attorneys

ent and Trademark

Reg. No. 31^33; I

David A. Mims, Jr..

No. 39,969; Leslie,

Edward A. Penning

Jr., Reg. No. 18.75

33,1 14; David H.Jv

Send carres; ondence to: David H. Jndson, Hughes & Luce, L.L.P.,
Suite 2800, Dallas, exas 75201 and direct all telephone calls to Mr. Judson at 214/9395672.

PULLNAME OF 1 UST George R. Blakley ffl

INVENTOR:
INVENTOR'S SIG JATURE:

Jeffrey S. LaBaw,

Reg. No. 28,900;

Volel Emile, Reg.

;eg. No. 28,543; Robert M. Carwell, Reg. No. 28,499;

ouglas H. Lefeve, Reg. No. 26,193; Casimer K. Salys

Reg. No. 32,708; Anthony V. England, Reg. No. 35,129i B .

- Van Leeuwen. Reg. No. 42,196; Christopher A. Hughes, Reg. No. 26,914;

on, Reg. No. 32,588; John E. HoeL Reg. No. 26,279; Joseph C. Redmond,
3; Marilyn S. Dawkins, Reg. No. 31,140; Mark E. MsBuraey, Reg. No
ison, Reg. No. 30,467, and Douglas A. Sorensen. Reg. Ni. 31,570.

1717 Main Street,

DATE:

RESIDENCE:

CITIZENSHIP;

FULLNAM5 OF S SCOND
INVENTOR:
INVENTOR'S SIG MATURE:

DATE:

RESIDENCE:

CinZENSffiP:

US

Gregory Scott Clark

801 BeardsleyLane

Austin, Texas 78746
US

006372.00288:491539.01
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IBMDOCKET NO. AUS000066US1

FULLNAME OF T URD
INVENTOR:
INVENTOR'S SIG JATURE:

DATE:

RESIDENCE:

OriZENSHIP:

FULL NAME OF I OURTH
INVENTOR:
INVENTOR'S SiG JATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

Ivan Matthew Milmao

*v -

48 10 Placid Place

Austin, Texas 78731

US

Brian Turner

509 centennial Street

Seuita Cruz, California

New Zealand

950SD

9
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IBM DOCKET NO. AUS000066US1

DECLARATION ANp POWER OF ATTORNEY FOR
PATENT APPLICATION

As a below named inventor, I herefey declare that;

My residence, post office address |nd citizenship are as stated below next to my name;

I believe I am the original, first am

original, first and joint inventor (if plural

claimed and for which a patent is sought o

sole inventor (if only one name is listed below) or an

lames are listed below) of the subject matter which is

i the invention entitled:

METHOD OF ENABLING AN INT
CLIENT USER'S IDENTITY TO A P

the specification of which (check one):

@ is attached hereto.

was filed on ;

RMEDIARY SERVER TO IMPERSONATE A
LURALITY OF AUTHENTICATION DOMAINS

as Application Serial No.

and which was amended on

,

I hereby state that I have reviewe jl

specification, including the claims, as amended

I acknowledge the duty to disclosjr

this application in accordance with Title 3

I hereby claim foreign priority ber

foreign application(s) for patent or inve]

below any foreign application for patent

of the application on which priority is clai;

Prior Foreign Application(s):

(Number) (Country)

I hereby claim the benefit under T

application(s) listed below and 1
insofar

application is not disclosed in the prior Utiiced

first paragraph of Title 35, United Stat* s

information material to the patentability

Federal Regulations, § 1.56 which occurr

the national or PCT international filing da{b

006372.0028S

(if applicable)

and understand the contents of the above identified

by any amendment referred to above.

information which is material to the patentability of

, Code of Federal Regulations, § 1.56.

sfits under Title 35, United States Code, § 119 of any

or's certificate listed below and have also identified

inventor's certificate having a filing date before that

jed:

(D^/Month/Year)

Priority Claimed

Yes No

tie 35, United States Code, § 120 of any United States

(as the subject matter of each of the claims of this

States application in the manner provided by the

Code, § 112, I acknowledge the duty to disclose

of this application as defined in Title 37, Code of

d between the filing date of the prior application and

of this application:

1539.01

ONI WDOStfd
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IBM DOCKET NO. AUS000066US1

(Application Serial #) (F: ing Date)

I hereby declare that all statement!

all statements made on information and

statements were made with the knowledge

punishable by fine or imprisonment, or bo

Code and that such willful false statemen

patent issued thereon.

POWER OF ATTORNEY: As a n<|

and/or agents to prosecute this application

Office connected therewith.

John W. Henderson, Jr., Reg. No

(Status)

made herein of my own knowledge are true and that

relief are believed to be true; and further that these

that willful false statements and the like so made are

:h, under Section 1001 of Title 18 of the United States

may jeopardize the validity of the application or any
t

med inventor, 1 hereby appoint the following attorneys

and transact all business in the Patent and Trademark

26.907; James H. Barksdale, Jr., Reg. No. 24,091;

Thomas E. Tyson, Reg. No. 28,543; Rotert M. Carwell, Reg. No. 28,499; Jeffrey S. LaBaw,

Reg. No. 31,633; Douglas H. Lefeve, Ri g. No. 26,193; Casimer K. Salys, Reg. No. 28,900;

David A. Mims, Jr., Reg. No. 32,708; Antony V. England, Reg. No. 35,129; Volel Emile, Reg

No. 39,969; Leslie A. Van Leeuwen, Reg

Edward A. Pennington, Reg. No. 32,588;

No. 42,196; Christopher A. Hughes, Reg. No. 26,914;

John E. Hoel, Reg. No. 26,279; Joseph C. Redmond,

Jr., Reg. No. 18,753; Marilyn S. Dawkiflis, Reg. No. 31,140; Mark E. McBurney, Reg. No

and Douglas A. Sorensen, Reg. No. 31,570.

Judson, Hughes & Luce, L.L.P., 1717 Main Street,

all telephone calls to Mr. Judson at 214/9395672.

George R. Blakley III

33,1 14; David H. Judson, Reg. No. 30,467

Send correspondence to: David H

Suite 2800, Dallas, Texas 75201 and direc

FULL NAME OF FIRST

INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

FULL NAME OF SECOND
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

00637200288

US

Gregory Scott Clark

801 Beardsley Lane

Austin, Texas 78746

US
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FULL NAME OF THIRD
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

FULL NAME OF FOURTH
INVENTOR:
INVENTOR'S SIGNATURE:

DATE:

RESIDENCE:

CITIZENSHIP:

11:91 0002 LI Nbf

IBM DOCKET NO. AUS000066US1

Ivan Matthew Milman

4810 Placid Place

Austin, Texas 78731

US

Brian Turner

S09 Centennial Street

Santa Cruz, California 95060

New Zealand
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